C. Kenneth and Dianne Wright Center
for Clinical and Translational Research

VCU REDCap

eConsent Guide

C. Kenneth and Dianne Wright Center
for Clinical and Translational Research

1

REDCap

This document provides a step-by-
step guide on implementing the
REDCap eConsent framework.

Please note that VCU IRB approval
is required prior to developing
and implementing the REDCap
eConsent process.

It is intended that users of this
guide have basic REDCap platform
knowledge with experience
designing and configuring REDCap
projects.

HELP GETTING STARTED

To obtain technical assistance
developing your REDCap eConsent
project, please submit a support
request and the Wright Center
Informatics team will contact you.

SELF SERVICE RESOURCES

VCU HRPP Information

e OVPRI Blog
e VCU HRPP Policies & Guidance

REDCap Training

e Research Portal

e VCU REDCap YouTube
Channel

e General FAQs

EMAIL REDCap SUPPORT

You may email redcap@vcu.edu
for general REDCap questions.
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INTRODUCTION

Obtaining informed consent electronically is an increasingly important capability for clinical research.
The VCU IRB has released guidance (informed consent) that provides definitions and requirements for
implementation of systems that support electronic consent (eConsent).

The Wright Center and the VCU Human Research Protections Program have worked collaboratively to
develop REDCap-based eConsent templates and guidance to facilitate development of an eConsent
process for either in-person or remote consent of research participants.

REDCap eConsent functionality (IRB Guidance for Using REDCap Electronic Informed Consent) is
intended for studies that will require a signature and are not FDA regulated (21 CFR Part 11). REDCap
eConsent is not for use:

1. with studies conducted under an IND (21 CFR part 312) or an IDE (21 CFR part 812) or where
data is intended to be submitted to FDA in support of a 510K submission. If eConsent is
needed for an FDA regulated study the Part 11 DocuSign platform is available.

2. to obtain assent electronic signatures, although the REDCap eConsent may be used to
facilitate the assent discussion with children or decisionally impaired adults.

For exempt studies not requiring a signature, please refer to the IRB Guidance for Using REDCap Platform
for EXEMPT Study Participant Information Sheet.

Using REDCap for eConsent development requires using REDCap survey functionality. Study team
personnel build the eConsent using a REDCap eConsent template (strongly recommended) AFTER IRB
approval of the consent form and use of REDCap eConsent functionality (IRB Guidance for Using REDCap
Electronic Informed Consent).

The Wright Center’s REDCap team does not prescribe the consent process. Study teams are responsible
for obtaining IRB approval for the consent process and building a REDCap eConsent that is consistent
with the IRB approval. The VCU IRB requires final approval of the REDCap eConsent product prior to
use.

Depending upon the study requirements for consent, other more advanced features of REDCap may be
required. eConsent support services are available through the Wright Center Informatics Request Form.

In order to ensure a successful eConsent implementation, study teams should plan for extended
development and testing time, and possibly additional support. In addition to the technical complexities,
the eConsent process may introduce some additional regulatory requirements that should be accounted
for in planning.

2 www.cctr.vcu.edu
C. Kenneth and Dianne Wright Center . L
for Clinical and Translational Research Using VCU REDCap to Consent Research Participants v.08272025


https://research.vcu.edu/human-research/hrppirb/hrpp-policies-and-guidance/
https://research.vcu.edu/human-research/hrppirb/hrpp-policies-and-guidance/
https://ts.vcu.edu/askit/university-resources/docusign/
https://research.vcu.edu/human-research/hrppirb/hrpp-policies-and-guidance/
https://research.vcu.edu/human-research/hrppirb/hrpp-policies-and-guidance/
https://research.vcu.edu/human-research/hrppirb/hrpp-policies-and-guidance/
https://research.vcu.edu/human-research/hrppirb/hrpp-policies-and-guidance/
https://informatics.vcu.edu/

Table of Contents — Topics Covered in this Guide

1. VCU'S MODEL FOR eCONSENT SUPPORT ....cccuiiiiimeiiiieneiiiiennisiienssssmiessssssmessssssssnsssssssssssssssnsssssssnsses 4
2. REDCap eCONSENT FRAMEWORK OVERVIEW .........ccceuuiiiuuiiimeiiimniieniiiesiiinsiiresssisesisssissssssassssasssses 4
3. USING REDCap to FACILITATE PARTICIPANT @CONSENT .......ceetriiimiiisssinnenesssisisssssssnnesssssisssssssnseseess 5
4. OVERVIEW OF eCONSENT WORKFLOWS ......ccooiiiiiueneiiiiiiiisinseneessssisssssassesssssessssssssssssssssssssssanns 7
INFORMATION SHEET — EXEMPT STUDIES.....ccoctiiiiiiiiiiieiiieieieeeeeeeeeeeeeeeeeeeee e eeeeeeeeeeeeeseeeseseseseseseneeeees 7
B O ON S EN T e e s e s e s s s e s e s e s e s e s e s e e e s e e e e e e e e e e e e e e e e e e e e e e e e aaaeaeaaaaaaaaaaananns 7
5. FOUNDATIONAL ELEMENTS - REDCap eCONSENT PROJECTS .....cccvviiiisiunmereeniinissssssnnenssssssssssssssnsens 8
User SKills and REQUITEMENTS .......eiiiiiiiee ettt tee e e e tee e e e etee e e e earae e e e eabeeeeeabaeeeentaeeeennsenas 8
REDCap Features and FUNCLIONATITY ......ccoiiiiiiiiiiee ettt e et e e 8
6. BUILDING THE REDCAP eCONSENT — Step-by-Step...ccccciiieiiieiireniiienereeneerenereesserenserennereaseesnsesenscnes 8
1. STEP 1: CREATING A NEW REDCap PROJECT ....cciiiiiiiiiiiiiieieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeenenes 8
2 STEP 2: MODIFYING A REDCap eCONSENT TEMPLATE ....ccoviiiiiiiiiieeee e 10
3 STEP 3. SURVEY LOGIN ..ttt sttt st ettt et bt et sbe et e b b eneesneeneas 13
4. STEP 4. MODIFYING the REDCap eCONSENT instrument SURVEY SETTINGS ..........cc........ 14
5 STEP 5: CONFIGURING the REDCap ALERTS and NOTIFICATIONS..........ccccvueeeiiiueeesicrrnnann. 17
6. STEP 6: FINAL STEPS ...ttt ettt sttt st b et sbe et bt eae b sbe e b sbeeaees 19
7. ADDITIONAL TIPS ...ttt ree e ersa s ea s s e s s e a s e e s s s a s s eas s eaasssassssnasssansssensssansnns 20
1 For in-person consent using the REDCap eConsent framework:..........cccceeeecveeeeecciieeeenneen. 20
2 Customizing the eConsent template for studies utilizing in-person consenting only: ....... 22
3 Customizing the eConsent template for comprehension and information:....................... 23
8. REFERENCES & RESOURCES:......ccccuciiiiimuniiiiimmuiiiiimmsiiniismsssiismsisiismsssiisssssstsssssssssssssssssssssssssssssssss 24

Disclaimer: In this document, we will refer to REDCap features and functionality that are
common to all survey projects and are covered in detail elsewhere. Functionality and
features not specific to consenting will not be described in detail.
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1. VCU'S MODEL FOR eCONSENT SUPPORT

REDCap at VCU is largely a self-service platform. Personnel may review training materials, then
build the eConsent project based upon a REDCap eConsent template (starting with a template is
strongly recommended) and IRB approval. REDCap assistance via Wright Center Informatics is
provided at no cost (8 hours provided gratis). There may be charges for efforts exceeding 8
hours. Self-help videos and FAQs are also available to help guide the REDCap build process.

In most cases, personnel who have basic REDCap survey development skills will be able to use
this document to set up their REDCap eConsent project.

Additional assistance may be needed:
1) for personnel who are new to REDCap and who have never built a survey project.
2) when the consent process is more involved and/or needs additional REDCap
features (e.g., Inline popups, comprehension assessments).

2. REDCap eCONSENT FRAMEWORK OVERVIEW

Why is this called a framework?

The REDCap e-Consent Framework is referred to as a 'framework' because enabling this option
alone does not provide an eConsent process but merely provides the general foundation or
mechanism to allow you to provide eConsent to research participants. As the eConsent
developer, you must still create the eConsent based upon the IRB-approved consent. This
framework and available templates allow you to implement your eConsent process by providing
standardized tools (certification screen + automatic archival of consent forms as a PDF) while
still providing the ability to customize the eConsent per IRB approval.

How does the framework function?

The 'PDF Snapshots + e-Consent Framework' survey (eConsent) option adds two things to the
typical REDCap survey process.

1) Before a participant completes the eConsent process, a certification page is
displayed, which contains an in-line PDF copy of their eConsent responses.
Once the participant certifies that all information in the eConsent is correct and
the eConsent is submitted, the eConsent is then marked as complete. The
eConsent is not considered complete until the participant fulfills the
certification step and submits the eConsent.
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2) Upon submission of the eConsent, a static copy of the signed eConsent PDF will be
stored in the project's File Repository.

How does the signature process work?

With the provided REDCap eConsent templates (Section 6.1.d), participants will 'sign' their
consents by entering in their first and last names and utilizing the REDCap 'Signature' field to
provide their signature (e.g., stylus, finger, or mouse). However, if not using an eConsent
template, it is then the survey administrator’s responsibility to ensure signature capture using
the ‘Signature’ field feature.

What is eConsent version and type?

eConsent version and type are both free-form text fields whose value will be inserted at the
footer of each page in the PDF.

1) Versioning of a consent form is a concept whereby you may give it a number or
alphanumeric designation to represent the current version or state of the form. So,
if the form is modified AFTER data collection begins, then it is recommended that a
new version be applied. For example, the first version might simply be '1', and after
collecting the consent of a few participants, a question is modified or added, which
represents a new version of the form, so you might increment the version to '2' (and
so forth).

2) Consent 'type'is optional and is another free-form text field that is just a text label
that you might want to display in the PDF footer to signify the type of e-Consent
that this survey represents (e.g., adult, pediatric). The type is often used to
distinguish between multiple eConsent forms within a project.

3. USING REDCap to FACILITATE PARTICIPANT eCONSENT

The REDCap templates provided are designed to have many of the components in place to help
guide you through the development process. You will need to modify the REDCap template so it
is congruent with the IRB-approved form.

1. IRB Exempt Studies (no signature required) - please refer to the VCU IRB Guidance
for Using REDCap Platform for Exempt Study Participant Sheet.
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a. When creating a new REDCap project, a REDCap template is available to
assist in the REDCap information sheet build-out.

b. REDCap template - layout for an exempt study information sheet
When creating a new project, select the ‘Use a template’ option. Then
choose the Project Template titled IRB Exempt Study — Participant
Information Sheet

2. Studies requiring a signature for in-person, remote, or hybrid consenting. Please
note that for remote consenting, the consent process includes a virtual consent
session, via phone or video conferencing, for study staff to explain the study to the
participant and answer their questions.

a. VCU IRB guidance:
i. Guidance for Using REDCap eConsent
ii. Comparison of Different Methods of Obtaining Consent Signatures

b. Creating the eConsent project using REDCap Templates: The templates
incorporate a participant identity passcode verification process*

i REDCap eConsent Template — Image Based: A template that
displays only inserted images of the IRB-approved consent form.

ii. REDCap eConsent Template — Text Based: A template from which
the IRB-approved consent is converted into individual fields
incorporating any additional features (e.g., comprehension, video,
definitions).

* Identity Verification with an Established Passcode: In this approach, an agreed upon passcode
is communicated between the participant/participant’s LAR and the study team. This passcode is
saved as part of the participant’s record for verification use at a later time. The
participant/participant’s LAR at the time of accessing the eConsent form must then enter the
passcode, which is compared with the stored version entered by the study staff.

Disclaimer: Consents and consenting processes that involve re-consenting, accommodating an LAR, and
distributing the consent in multiple languages will require additional support.
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4. OVERVIEW OF eCONSENT WORKFLOWS

INFORMATION SHEET — EXEMPT STUDIES eCONSENT
NO SIGNATURE REQUIRED SIGNATURE REQUIRED

e Consent survey link distributed to e eConsent link distributed to potential
potential participant participant

® On their own, the participant e During a consent session with the study
completes and submits the consent staff, either held in-person or virtually, the
survey participant completes the consent survey,

® Once the eConsent survey is verifies the information entered in the
submitted, a participant can eConsent is correct, may download or
download a PDF copy of their print the signed eConsent document, and
completed eConsent survey then submits the eConsent

® The system automatically saves the PDF
copy of the signed eConsent in the
project’s file repository

e Study staff who obtained eConsent
completes an eConsent attestation,
verifies the accuracy of the information
entered, provides their signature, and
then completes and submits the form

® The principal investigator then completes
their eConsent attestation and signature
and then completes and submits the form

® The system automatically saves a PDF of
the completed eConsent, including all
signatures in the project’s file repository

7 www.cctr.vcu.edu
C. Kenneth and Dianne Wright Center . L
for Clinical and Translational Research Using VCU REDCap to Consent Research Participants v.08272025



User Skills and Requirements

5. FOUNDATIONAL ELEMENTS - REDCap eCONSENT PROJECTS

REDCap Features and Functionality

MINIMUM REQUIREMENTS

Basics training

Survey training
Experience building a survey project

RECOMMENDED SKILLS

® Using the rich text editor to format a
descriptive text field

Using action tags

Using piping

Familiarity with smart variables
Familiarity with File Repository
Experience developing
documentation for managing a
REDCap project

REQUIRED

Survey functionality
Adding survey settings to an instrument
Determining the survey distribution
method

e Managing users’ survey related
permissions

e e-Consent framework*

DETERMINED BY PROJECT NEEDS

Survey queue
Automated Survey Invitations
Alerts & Notifications

6. BUILDING THE REDCAP eCONSENT — Step-by-Step

The following are step-by-step instructions for implementing an eConsent for studies requiring a
signature using the REDCap eConsent framework. Prior VCU IRB approval of the consent form and
use of REDCap eConsent framework is required. These instructions assume basic knowledge and
experience developing surveys within the VCU REDCap platform.

1. STEP 1: CREATING A NEW REDCap PROJECT

a. Loginto REDCap using your VCU elD and PW (redcap.vcu.edu)
i If off-campus, a secure VPN connection (CAS sign-in required to
view resource) must be established to access REDCap

C. Kenneth and Dianne Wright Center
for Clinical and Translational Research
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b.  From the Home page select New Project (only faculty and staff may create
a new project)

hEDcap” Home My Projects |4 New Project }) Help & FAQ

c. Complete the Create a new REDCap Project form. Select Research as the
Purpose of this Project and provide all applicable information, including IRB
and ORCID numbers.

Purpose of this project: [ Research ~ \
How will it be used?
Name of P.I. (if applicable):
First name Ml Last name
Email of P.I. (if applicable)
Name of P.I. as cited in publications (if applicable): (e.g., Harris PA)

IRB number (if applicable):
\ ORCID (if available): (Register for an ORCID) )

Please specﬁy:

[l Basic or bench research

[ clinical research study or trial

[ Translational research 1 (applying discoveries to the development of trials and studies in humans)

[[J Translational research 2 (enhancing adoption of research findings and best practices into the
community)

[ Behavioral or psychosocial research study

[ Epidemiology

[JRepository (developing a data or specimen repository for future use by investigators)

[l other

d. Select Use a Template (strongly recommended)

Start project from scratch () Create an empty project (blank slate)
or begin with a template? j i

C ODM format) [?

® Use a template (choose one below)

e. Select the appropriate template for your protocol (Information Sheet is for
exempt studies only, eConsent templates for those studies requiring a
signature with identity verification).

i REDCap eConsent Templates:
a. Image Based:
i uses passcode identity verification of the research
participant
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ii.  each page from the IRB-approved consent is
converted to an image and uploaded into the
eConsent

iii.  signature capture capabilities (participant,
consenter, Pl)

b. Text Based:
i uses passcode identity verification of the research
participant
ii.  the IRB-approved consent is used as the basis for
creating the eConsent
iii.  signature capture capabilities (participant,
consenter, Pl)

% Choose a proj‘template

= I;Eftje Template title (sorted by title) Template description

'] IRE EXSITIPL 3LUUY - PdrULpdiie FUT USE 1IN USVEIDDITIENIL UL d REL P VEISIUN U1 LINE VLU IRE dppruved Fdrucipdiit
loformation Sheet Information Sheet for exempt studies.

~ REDCap eConsent Template - A template with passcode verification which displays inserted images of the IRB approved
- Image Based consent document.

REDCap eConsent Template - Text

_ e A template with passcode verification which displays text from the IRE approved consent.

2. STEP 2: MODIFYING A REDCap eCONSENT TEMPLATE

The REDCAP eConsent Templates (requiring a signature) are the foundation for
developing the eConsent. The template is modified to be congruent with the IRB-
approved consent form and associated processes.

The following instructions are for both Image Based and Text Based Templates

a. Inthe Project Setup tab, click on the Online Designer
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A Project Home  i=Project Setup Other Functionality = £ Project Revision History £ Edit project settings
Project status: / Development Completed steps 0 of 7

Main project settings

Disable | @ Use surveys in this project? I8 VIDEO: How to create and manage a survey

Enable | @ Use longitudinal data collection with defined events?

rm done! | Modify project title, purpose, etc. ‘

/ Design your data collection instruments & enable your surveys

Add or edit fields on your data collection instruments (survey and forms). This may be done by either using the
Online Designer (online method) or by uploading a Data Dictionary (offline methed). You may then enable your
instruments to be used as surveys in the Online Designer. Quick links: Download PDF of all instruments OR
Download the current Data Dictionary

Go tq| @ Online Designer | for | @ Data Dictionary | Explore the [ s REDCap Shared Library |

Have you checked the Check For Identifiers page to ensure all identifier fields have been tagged?

Learn how to use JEIEIUELRENELIES 1 Field embedding

I'm done!

b. Within the eConsent template, there are four (4) separate “Data Collection
Instruments”: Registration, eConsent, Consenter, and Principal
Investigator. Details for each instrument are below.

Data Collection Instruments Form options: Survey options:
i@ PDF Snapshots P L--Conscme = Survey Queue ) %, Auto Invitatien optiens ~
+ Create | a new instrument from scratch
B import |a new instrument from the official REDCap Instrument Library
L Upload |instrument ZIP file from anather project/user or external libraries

& Form Display Logic ~ A survey LDEiﬂo &m Survey Notifications
@ POF (all instruments)

© Descriptive Popups

Instrument name Fields PDF Ensal?rlsgyas Instrument actions  Survey related options

Registration 12 [N Enable Choose action

eConsent 17 R A* Choose action Slur«.reyser(ings° +Automated Invitations
Consenter 6 D_, Enable Choose action

Principal Investigator 6 (1% Enable Choose action

. Registration Instrument:

a. used to register a potential research participant

b. aunique passcode is entered for research participant
identity verification (REDCap templates ensure unique
passcodes for each participant)

c. eConsent Version - (note: see Step 4 - the default
version must be congruent with the eConsent Survey
Settings eConsent Version)
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d.

indicate consent status (not initiated, in-person,
remote, remove from eConsenting consideration)
i. in-person consenting (note: see section 7.a
and 7.b)
ii. remote consenting: obtain permission to
provide the eConsent link to the participant
via email or text

jii. eConsent Instrument: research participant-centric (note: see

Step 4 for eConsent instrument survey settings for enabling

eConsent framework and participant confirmation email)

a.
b.

research participant passcode identity verification
eConsent is provided to the research participant for
their review and the consenting discussion

captures the research participant’s signature

an inline PDF of the eConsent document is reviewed by
the research participant and may be downloaded or
printed

research participant certification that eConsent
information is accurate

research participant submits the eConsent (final step)
following submission of the eConsent, an alert and
notification will be sent to the Consenter & Principal
Investigator for their signatures (see alert & notification
section- Step 4)

iii. Consenter Instrument:

a.

Attestation — Allows the consenter to attest to
accurately explaining the consent form and answering
guestions asked by the participant (checkbox).
Signature — provides accommodations for the consenter
signature

Date — Automatically provides the date of attestation
Complete, Save and Exit — after providing their
signature, the consenter will change form status to
complete, then click on save & exit form
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Using VCU REDCap to Consent Research Participants v.08272025



iv.  Principal Investigator (PI) Instrument:

a. Attestation — Allows the PI to attest to obtaining
consent as required and that the participant is enrolled
(checkbox)

b. Signature— provides accommodations for the PI
signature

c. Date — Automatically provides the date of attestation
Complete, Save and Exit — after providing their
signature, the Pl will change the form status to
complete, then click on save & exit form

3. STEP 3. SURVEY LOGIN

Within the REDCap Online Designer, the Survey Login is enabled to allow
participants to verify their identity prior to viewing and completing the eConsent.
(note: this step may be modified when utilizing ONLY in-person consent
functionality for the entire study — see Section 7.b)

a. Aunique passcode for each potential study participant is predetermined
and entered by the study team into the REDCap project database in the
Passcode field.

b. The passcode is then provided to the potential research participant (e.g.,
via email or text), allowing login, thus verifying the identity of the
individual being consented.

c. Enabling the survey login feature:

i. Click on Survey Login

Data Collection Instruments Form options: Survey options:
0 PDF Snapshots 2 e-Consenty | iS Survey Queus ~g ¥ Auto Invitation options ~
+ Create | anew instrument fromscratch & Form Display Logic ~ » Survey Lor,m 20 Survey Notifications
. - . ; - )
8 Import |a new instrument from the official REDCap Instrument Library ® PDF(all instruments)
L Upload |i i j external libraries
o Ur instrument ZIP file from another project/user or B B e e
Instrument name Fields PDF En::}r\:gyas Instrument actions  Survey related options
Registration 12 By Enable Choose action
eConsent 17 [:‘, E o Choose action Survey se[[lngsa + Automated Invitations
Consenter 6 &, Enable Choese action
Principal Investigator 6 B, Enable Choose action

ii. Ensure the survey login features are as outlined below
i. Security features may be adjusted, although it is recommended
to retain the templated security features
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1 Survey Login

You may enable a Survey Login page on one or more surveys that will force your survey respondents to authenticate (log in) on your

surveys before they are allowed to view and complete the survey. Tell me more

Below, select the fields that you wish to serve as the login fields for the respondent to enter, as well as several other settings that
control how the survey login is applied to the surveys in your project. NOTE: Once a respondent has logged in to a survey, they will not
be prompted to enter their login credentials again if they return to that survey or begin another survey using the survey login within

the following 30 minutes.
{ Enable Survey Login?

Fields to display on the survey login form
Login field #1

% Add another login field

Customizations for survey login

Minimum number of fields above that are required for login
Apply the survey login to all surveys in project?

Custom error message: Provide a custom error message that will be
displayed on the survey login form for when the user experiences
issues, such as not being able to log in successfully, so that they may
contact you for help.

EXAMPLE: "If you have any trouble logging in to the survey, please contact <a
href="mailto:survey_admin@myinstitution.edu">survey_admin@myinstitution.edu</a> for
help.”

Security settings for survey login (optional)

Number of failed login attempts before respondent is locked out for a
specified amount of time, which is set below.

Amount of time respondent will be locked out after having failed login
attempts exceeding the limit set above.

4. STEP 4. MODIFYING the REDCap eCONSENT instrument SURVEY

SETTINGS

Enabled v

[ reg_passcode "Passcode” v

1 w
Only selected surveys (set on Survey Settings v

"If you have any trouble logging in to the
survey, please contact <a
href="mailto:researchteam@vcu.edu">eConsen
t Help</a> for help.”

HTML may be used in order to add links or to add style to
text.

3 0 = Disabled
15 Minutes, 0 =
Disabled

Save Cancel

a. Click on the Survey Settings button associated with the eConsent
instrument. The following items must be addressed within each template
for the project.
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Data Collection Instruments Form options: Survey options:
0 FDF Shapshots ] - e-Consenr& 1= Survey Queue v& 4y Auto Invitation options ~

+ Create | a new instrument from scratch & Form Display Logic ~ l A survey Login& &3 Survey Notifications ]
B Import |a new instrument from the official REDCap Instrument Library: @ PLF (all instruments|
& Upload |instrument Z|P file from another project/user or external libraries © Descriptive Popups

Instrument name Fields PDF Ensaubrl\?gyas Instrument actions  Survey related opticns

Registration 13 [N Enable | Chaose action |

eConsent 17 [N B & Chaose action | | | Survey setti g:& + Automated Invitations
Consenter G [ﬁ,; Enable ‘ Choose action |

Principal Investigator 6 [N Enable | Chaose action = |

b. Survey Access: enable the Enforce “Survey Login”?

c. “Send Confirmation email?” setting is set to “No” (the participant will

receive a confirmation email through the notification settings; see section
5.a.v)

Send confirmation email? Mo
(Email the respondent when they complete the
survey)

d. Survey Completion Text: Displayed after the eConsent is completed,
certified, and submitted by the participant as a thank you or
acknowledgement. This field is modifiable although the template text is
recommended.

e. Enabling the REDCap e-Consent Framework — Go to “Designer” and “e-
Consent” (see below).

Project Home and Design -
setup - B Codebook
@ Dictionary @ Project Home  i= Project Setup [ Online Designer @ Data Dictionary B Codebook
Development
Data Collection = B YIDEO: How to use this page B Create snapshot of instruments s t £
M survey Distribution Teols The Online Designer will allow you te make project modifications to fields and data collection instruments very easily using only your web browser.
biic nk or build a partici st for NGTE: While in development status, all field changes will take effect immediately in real time.
inviting respondent
@ Record status Dashboard
View data collection staius of all record Data Collection Instruments Form options:
B Add / Edit Records 0 FDF snapshots Survey Queue < % Auto Invitation options =

L]
Sy + Create | a new instrument from scratch Sorvey oting, B Survey Notifications

& Form Display Logic =
8 import a new instrument from the official REDCap instrument Library

@ POF (all instruments)

&L Uplcad | instrument ZIP file from another project/user or external libraries .

Applications - £ Descriptive Popups

0 Project Dashboards Instrument name Figlds PDF F":Sr'::yas Instrument actions  Survey related options

A plerts & Notifications

i® Multi-Language Management Repistration 12 [ Enable Choose action

@ Calendar e 17 n a* Choose action Survey settingsgy | +Automated Invitations
B Data Exports, Reports, and Stats

& File Repository Cansenter 6 (k3 Enable Choose action

& UserRights Principal Investigato e [ Enabl Choose aco

ini| vestigator nable a ction
®, Resolve Issues a 5 -
15 www.cctr.vcu.edu
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i You must select e-Consent active? (green toggle) to enable the
REDCap e-Consent Framework. PDF Snapshots is automatically
enabled in the “PDF Snapshots of Records” tab.

Modify e-Consent Settings

2+ e-Consent settings for survey "eConsent" (econsent)

Use the settings below for setting up the e-Consent Framework for this survey. e-Consent often requires obtaining the consenting participant's
name (and sometimes their date of birth) on the final consent form as documentation of their identity. Below you may select fields used t©o
capture that info, in which the values for those fields will be automatically inserted into the footer of the PDF consent form that the participant
will review at the end the survey, And then afterwards, that PDF "hard-copy” will be archived in the File Repository (with the additional option to
also store the PDF in a File Upload field). Other e-Consent related options can be set below, such as setting a custom tag/category, custom label
for the PDF header, location(s) to save the signed e-Consent snapshot, and the file name format of the snapshots being stored.

Primary settings

(D Allow e-Consent responses to be edited by users? )4:: DO NOT SELECT

Firstname field:  reg first "First Name" v
Last name field: reg_last "Last Name" v

Note: If you are using a single field to capture whole name, you may select it for either first/last name above while leaving the other name field unselected.

Additional settings

e-Consent version: V1.11.30
Date of birth field: login_dob "Date of Birth"

Custom tag/category for PDF footer: Adult e.g., Pediatric

ii.  Clicking the Pencil under “Edit settings”, do not select: Allow e-
Consent responses to be edited by users?

iii. Provide an e-Consent version identifier value (e.g., version date
or v1.0) — ensure congruency with the Registration instrument
consent version selection

iv. Provide the field names that correspond to the participants
FIRST and LAST NAMES

v.  Optional fields

1) custom tag/category for PDF footer: (e.g., adult,
pediatric)
2) Date of Birth field

@vcu 16 www.cctr.vcu.edu
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5. STEP 5: CONFIGURING the REDCap ALERTS and NOTIFICATIONS

The REDCap eConsent templates have several alerts and notifications built in for
facilitation of the consenting process. The language and settings indicated within
the VCU IRB REDCap eConsent Settings Worksheet are the VCU IRB preferred
settings and text that will maximize privacy and confidentiality.

Note: the VCU IRB worksheet can be found under the VCU IRB accordion “Consent
templates for specific types of studies” - REDCap eConsent settings worksheet;
https://research.vcu.edu/forms/ > Consent templates for specific types of studies >

REDCap eConsent settings worksheet)

a. There are five (5) eConsent notifications/alerts which have been configured
within the template.

i. Participant eConsent Email: used to provide (via email) the
eConsent form link via to the prospective participant (not
triggered for in-person consenting).

ii. Passcode Email: used to provide (via email) the unique
passcode to the participant (not triggered for in-person
consenting).

iii. Send Copy of eConsent PDF: used only when the participant
chooses to receive a PDF copy of their signed eConsent via
email (selected within the eConsent).

iv. Consenter and Pl Email Notifications (not addressed within the
VCU IRB worksheet): this notification sends an email to the
consenter and Pl that an eConsent has been submitted by a
research participant and is ready for the consenter and PI
signatures.

v. Confirmation Email to Participant: sent via email upon
completion, certification, and submission of the eConsent
providing research study team contact information.

b. Activation of Alerts & Notifications: When utilizing the REDCap eConsent
templates, alerts & notifications must be re-enabled (see images below).

17 www.cctr.vcu.edu
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i. Select Alerts & Notifications under Applications in the left side
panel,
ii. Select “Show deactivated alerts” to show the preset alerts
(upper right),
iii. Select “options” and “re-enable alerts” to show preset alerts
iv. Each alert must be re-enabled and edited appropriately
a. Modify the “Email From:” within each alert to the

appropriate research team email address

b. Update the study contact information in the email
message in the relevant alerts.

¢. No study specific information should be incorporated in
the subject line and body of the email per IRB guidance
(template language is recommended).

Note: Regarding in-person consenting, the Participant eConsent Email and Passcode Email alerts

are NOT triggered when the in-person option is selected within the registration instrument.

&3 Survey Distribution Tools
- Get a public survey link or build a participant list for
inviting respondents
g8 Record Status Dashboard
- View data collection status of all records
B Add/Edit Records

- Create new records or e

v existing ones

Show data collection instruments

Applications =

[EElproiact Dachboard
A Alerts & Notifications

T
[+ Data Exports, Reports, and Stats

8 Data Import Tool

# Data Comparison Tool

B Logging

& File Repository

& User Rights and & DAGs

& Customize & Manage Locking/E-signatures
@ Data Quality and % Resclve Issues

B API and B API Playground

[2 rREDCap Mobile App

& External Modules

& REDCapU How-To

& REDCap on YouTube

@ Research Portal

& Study Finder

& VCU REDCap Liaison List

Reports. QSearch % Organize #Edit (=]

1y Consent Report
2 Participant List

Help & Information

o

A My Alerts EB Notification Log

EI Upload or download Alerts I E

Show deactivated alerts

+ Add New Alert

C' Re-evaluate Alerts

A Alert #1: Participant eConsent Email | Paiid £-Xoluituting Unique AlerQID: A-1496
& Email Preview ~
X O Re-enable alert l From: Research Study Team <timaro@vcu.edu> l
o If the following logic is TRUE every time the instr| nd has

x
any form status: [reg_status] ='1" Permanently delete To: [reg_email]
e Send immediately

C Repeated sending (when triggered)

X DEACTIVATED: Alert was deactivated

@ Activity:

A Alert #2: Passcode Email [JESIIIEE - Tl TR

fr If the following logic is TRUE every time the instrument "Registration" is saved and has
a Complete Status: [reg_status] ='1'

% Move alert

Subject: Consent Form for a VCU Research Study

Hello, Please click on the eConsent link below to begin...

© 1 record was alerted (view list) + Lastsent: 03/17/2021 3:36pm

Unique Alert ID: A-1498

& Email Preview ~

l From: Research Study Team <timaro@vcu.ed L.')l

To: [reg_email]

e Send immediately
C' Repeated sending (when triggered)

X DEACTIVATED: Alert was deactivated

Activity:

Subject: eConsent Passcade for a VCU Research Study

Hello, Please enter the passcede provided below to o..

© 1 record was alerted (view list) + Lastsent: 03/17/2021 3:36pm

C. Kenneth and Dianne Wright Center
for Clinical and Translational Research
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5 Alerts Now Activated
and Ready to Configure

A Alert #1: Participant eConsent Email [P R T

immediately

C Repeated sending (when triggered)

@ Activity: (O No alerts sentyer

D: A-2010

ved and has

= Email Ereview ~
From: Research Study Team <eimaro@veu.edu>
To: [reg email]

Subject: Consent Form for 3 VCU Research Study

You are invited (o participate in 2 study. Please follow

A Alert #2: Passcode Email [PJSSISNE- ol nERd

D: A-2011

W If the following logic is TRUE every time the instrument “Registration” is saved and has

2 Compl ws: [ us] =1
s mediately
C' Repeated sending (when triggered)

@ Activity: (S No alerts =

= Email Ereview ~
From: Research Study Team <eimaro@veu.edu>

To: [reg email]

Subject: eConsent Passcode for  VCU Research Study

Hello, Please enter the passcode provided Deiow 0 o...

A Alert #3: Send Copy of eConsent [T R -Te Tt

- If the fo
Complete =

inen the instrument "eConsent” s saved and has 2

e Send imr

ly
[x] Send one time (oniyonce

never re-trigger)

@ Activity: (& No alerts sentyer

= Email Preview *
From: timaro@veu.eau

To: [reg emai]

Subject: Copy of your eConsent

Helle, You hav

agreed to receive a copy of your eCon..

Attachments (1):
[reg signed_econsent]

A Alert #4: Consenter and PI Email Notification [Vd=SialE - Tel i uERg

et "eConsent is 5.

r: 2 minutes

@Activity: 9 No alerts sentyet

= Email Preview *

y Team <timaro@veu.edu>

Subject:

Dear Study Team, A particioant nas suamitted ther eC.

A plert #5: Confirmation Email to Participant [P JerueRe

UE when the instrument "eConsent” is saved and has 2

o Send immediately

[l Send one time (oniyonce per record - ie., never re-trigger]

@Activity: (9 No alerts sentyet

= Email Preview -
From: Research Tesm <imaro@veu.edu>

To: [reg_emai]

Subject: Resesrch Swoy - eConsent Confirmation Em

Thank you for your interest in the research study. If yo..

6. STEP 6: FINAL STEPS

a. Thoroughly test your eConsent process with your study staff to ensure it is

functioning as intended.

a. Download a PDF of the REDCap eConsent form that you will add to your IRB

submission in the RAMS-IRB amendment submission indicating that you

have created an eConsent in REDCap that mirrors the IRB-approved consent

form.

b. After the eConsent framework is built in REDCap, submit an amendment
in RAMS-IRB with the IRB required worksheet completed and the final
eConsent materials as the participant will see them for IRB approval:

C. Kenneth and Dianne Wright Center
for Clinical and Translational Research
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For the consent information and interactive elements, these
may be submitted as an uploaded PDF, screenshots, a video
walkthrough, or other type of documentation.

The IRB will not accept solely a weblink to the eConsent.

The IRB must maintain documentation of all consent versions
that are approved, so the final eConsent materials need to be
submitted as an upload.
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iv. In addition, provide screenshots and/or other documentation
for obtaining signatures.

c. After IRB approval, the REDCap eConsent may be implemented.

7. ADDITIONAL TIPS

1. For in-person consent using the REDCap eConsent framework:

a. The consenter will open the REDCap project on their device,

b. Complete the Registration Instrument for the participant to be consented
(Add new Record)

c. Enter all required information in the Registration Instrument (including a

unique passcode — see section 7.b for customization of studies utilizing

ONLY in-person consenting)

Select “In-Person” under Status

Select “Identity has been verified”

Select “Complete” under Form Status

Select “Save & Go to Next Form” under Form Status

@ oo

Prior to providing the eConsent form, verify with the participant their contact information.

Email: donaldduck@email.com

Phone:
Passcode 1
* must provide value
Passcode (6 digits)
Consent Version ®v1
reset
* must provide value Additional Versions/Dates May Be Added. Branching Logic in
eConsent Must Accurately Reflect the Version
Consent Status
* must provide value
O Not Ready to Initiate eConsent Process
O Pparticipant verbal permission obtained to send eConsent link via email to donaldduck@email.com
O Participant verbal permission obtained to send eConsent link via text
In-Person
L Remove from eConsenting Consideration
reset

IMPORTANT: Verbal permission must be obtained prior to sending the eConsent email. EXAMPLE SCRIPT TO OBTAIN VERBAL PERMISSION: "VCU cannot control the
security of email (or text) messages once we send them, therefore we need your permission to email (or text) you the link to the eConsent form for the study we
discussed. Do you still wish to receive the link to the eConsent via email (or text)?"

Identity has been verified [ @ Yes, Identity has been verified ]

* must provide value . reset
Required

h. Under the Survey options dropdown (upper right, see below), select

20 www.cctr.vcu.edu
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i. Logout + Open Survey” (the consenter must be logged out prior to having
the participant complete the eConsent)

= Econsent
Invitation status: = Survey options

. Editing existing Record ID 2 (Passcode 222222) Poppins, Mary (V1) @ Open survey
Record ID 5 G Log out + g Open survey

2 [ Compose survey inw%ation

Study Title Goes Here
.., Survey Access Code and

Content in version 1 only & QR Code

Principal Investigate Name and Title: [INSERT NAME AND TITLE]
Department and Institution: [INSERT PI DEPARTMENT AND INSTITUTION]
Contact Information: [INSERT PI CONTACT INFORMATION]

Sponsor: [INSERT SPONSOR; DELETE IF NOT APPLICABLE]

IRB Number: [INSERT IRB NUMBER]

JNFORMED CONSENT

~

The eConsent opens as a survey in a new tab

Close the database tab
|.  Enter the participant’s unique Passcode to login
m. Ensure ONLY the eConsent is accessible and viewable by the participant
n. Review the eConsent with the prospective participant and should the

participant choose to participate in the study, the participant will complete
the eConsent (sign, review the online eConsent PDF, certify the eConsent,
and submit).

Important Note: Never have a participant’s consent survey open on your (or any other) computer or
tablet while the participant is taking the survey. Danger: This can lead to you accidentally over-
writing their responses with the blank fields that are shown on your screen.
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2. Customizing the eConsent template for studies utilizing in-

person consenting only:

This customization will omit the passcode and survey login features necessary for
remote consenting. Use this customization for studies which will exclusively utilize
in-person consenting (no remote consenting). All other steps for in-person

consenting (see section 7.a) remain the same.

a. Disable survey login

| Survey Login x

You may enable a Survey Login page on one or more surveys that will force your survey respondents to authenticate (log in) on your
surveys before they are allowed to view and complete the survey. Tell me mor:

Below, select the fields that you wish to serve as the login fields for the respondent to enter, as well as several other settings that
control how the survey login is applied to the surveys in your project. NOTE: Once a respondent has logged in to a survey, they will not
be prompted to enter their login credentials again if they return to that survey or begin another survey using the survey login within
the following 30 minutes.

i Enable Survey Login? Disabled v

Fields to display on the survey login form

Login field #1 reg_passcode "Passcode” v

% Add another login field

b. Change the Passcode field to not Required (Required? = No)

Edit Field x

You may add a new project llection instrument by cor flelds below and clicking the Save button at the bottam. When you add a new field, it will be added to the

form on this page. For an o rent fleld types available, y w the & Field Types video (4 min)]

Field Type: Text Box (Short Text, Number, Date/Time, ...} v

Field Label Use the Rich Text Editor [?
Variable Name

Passcode reg_passcods

[ 13) Smart variabies | -~ Piping EXT I Tt I}
Validation? (optional)  — None -— v
Required?* ®
X . Identifier? ® No O ves
Action Tags / Field Annotation (optiona h
@CHARLIMIT=6
Custom Alignment  Right / Vertical (RY)  ~
EIETTRET o using Fieid Annotation wth the fed on the p

Field Note (optiona)) | Passcode (6 digits)

Using VCU REDCap to Consent Research Participants v.08272025



3. Customizing the eConsent template for comprehension and

information:

There are other ways you can customize your consent form to ensure participant
comprehension and provide additional information.

a. Insert pictures and videos. If there is a procedure or data collection

instrument you want participants to understand, inserting pictures and
videos can be a good way to increase comprehension.

To insert pictures or videos, use the “Descriptive Text” field with
the “Optional file attachment” features.

Several videos explaining common medical procedures are
available from the STRIDE Project for use within the RECap
eConsent:
https://www.youtube.com/channel/UCKOgqWFdtVU7XsxWs2fpf
vNQ

Study-specific videos must be uploaded to the RAMS IRB
amendment worksheet for final IRB approval (provide the
weblink to the video if it cannot be uploaded).

b. Comprehension Questions: Utilization of REDCap’s branching logic may be
helpful to create comprehension questions to confirm participant
responses, direct participants to the relevant information within the
eConsent form and assist study teams in determining participant
comprehension or areas which may be more confusing for participants.

c. REDCap External Modules: Please contact the Wright Center Informatics
team for assistance with these modules.

C. Kenneth and Dianne Wright Center

Inline Descriptive Pop-ups (hover and click): allows additional
or supplemental information to be provided to the participant.
Words or phrases may be specified within the eConsent form to
appear as a highlighted link that will display a pop-up of
descriptive text when the cursor moves over the specified word
or phrase.

Analytics module: used to capture metrics about how a
participant interacts with the eConsent features.
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VCU IRB REDCap eConsent settings worksheet: This worksheet is to be
completed and included in an IRB submission proposing to use REDCap's
eConsent templates.

VCU IRB Guidance on REDCap for eConsent can be found under the "informed
consent" accordion on the HRPP's Policies and Guidance page.

Several videos explaining common medical procedures are available from the
STRIDE Project for use within the RECap eConsent:
https://www.youtube.com/channel/UCKOgWFdtVU7XsxWs2fpfyNQ

For assistance configuring the REDCap eConsent templates, submit a research
support request to the Wright Center Informatics team.

24 www.cctr.vcu.edu
Using VCU REDCap to Consent Research Participants v.08272025


https://research.vcu.edu/media/office-of-research-and-innovation/humanresearch/REDCapE-ConsentSettingsWorksheet.docx
https://research.vcu.edu/human-research/hrppirb/hrpp-policies-and-guidance/#d.en.403843
https://www.youtube.com/channel/UCKOqWFdtVU7XsxWs2fpfvNQ
https://informatics.vcu.edu/

